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EXAMINER'S AMENDMENT 

An examiner's amendment to tine record appears below. Sliould tine clianges 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Robert Lord(Reg# 46,479)/Aly Dossa(Reg#L0031) on 10/6/09. 
Please amend as follows: 

1 . (Currently Amended) A method of processing a network connection in a computer 
system, comprising: 

establishing the network connection by a software network protocol stack 
implemented in the a kernel of an operating system associated with the computer 
system, wherein the kernel maintains kernel-level connection state information for the 
network connection, and wherein a socket layer maintains socket layer-level connection 
state information for the network connection; 

determining whether to offload the network connection from the software network 
protocol stack to a hardware network protocol stack implemented in a TCP Offload 
Engine (TOE)-capable network interface card operatively connected to the computer 
system; 

transferring the network connection from the software network protocol stack to 
the hardware network protocol stack using a network interface card driver comprises: 
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obtaining, by the network interface card driver for the software network protocol 
stack, a hardware connection identifier maintained by the network interface card in 
association with hardware-level connection state information for the network connection, 
wherein the software network protocol stack is configured to use the hardware 
connection identifier to obtain hardware-level connection state information for the 
network connection: and 

obtaining, by the network interface card driver for the hardware network protocol 
stack, a reference to socket laver-level connection state information and a reference to 
kernel- level connection state information, wherein the hardware network protocol stack 
is configured to use the references to create mappings from the hardware connection 
identifier to both socket laver-level connection state information and kernel-level 
connection state information, wherein the hardware network protocol stack is further 
configured to use the mappings to obtain kernel-level connection state information and 
socket laver-level connection state information for the network connection, when it is 
determined to offload the network connection from the software network protocol stack 
to the hardware network protocol stack; and 

determining to accept the transfer of the network connection at the hardware 
network protocol stack based on a processing capability of the hardware network 
protocol stack, wherein the network interface card maintains hardware-level connection 
state information for the network connection, and 

wherein after the hardware network protocol stack accepts transfer of the 
network connectionjhe software network protocol stack is configured to continually 
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reference hardware-level connection state information and the hardware network 
protocol stack is configured to continually reference kernel-level connection state 
information and socket layer-level connection state information. 

2. (Canceled) 

3. (Previously Presented) The method as recited in claim 1, wherein determining 
whether to offload the network connection is performed by the operating system kernel 
of the computer system. 

4. (Previously Presented) The method as recited in claim 3, wherein determining 
whether to offload the network connection is performed by the socket layer of the 
operating system kernel. 

5. (Previously Presented) The method as recited in claim 1, wherein determining 
whether to offload the network connection is performed by the software network 
protocol stack. 

6. (Canceled) 

7. (Canceled) 

8. (Canceled) 
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9. (Previously Presented) The method as recited in claim 1, wherein the hardware 
network protocol stack is capable of determining whether to offload the network 
connection back to the software network protocol stack. 

10. (Previously Presented)The method as recited in claim 9, further comprising: 
receiving an indicator from the hardware network protocol stack, the indicator indicating 
a request to transfer the network connection back to the software network protocol 
stack. 

1 1 . (Previously Presented) The method as recited in claim 10, further comprising: 
obtaining the hardware-level connection state information for the network connection 
from the hardware network protocol stack using the network interface card driver and 
the hardware connection identifier for the network connection when the indicator is 
received; and handling the network connection by the software network protocol stack 
using the obtained hardware-level connection state information. 

12. (Canceled) 

1 3. (Previously Presented) The method as recited in claim 1 1 , further comprising: 
obtaining at least one of unsent and undelivered data by the software network protocol 
stack from the hardware network protocol stack, thereby enabling the software network 
protocol stack to process the unsent or undelivered data. 
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14. (Canceled) 

15. (Canceled) 

16. (Canceled) 

17. (Previously Presented) The method as recited in claim 9, further comprising: 
handling the network connection by the software network protocol stack after the 
network connection is offloaded back to the software network protocol stack from the 
hardware network protocol stack. 

18. (Canceled) 

19. (Previously Presented) The method as recited in claim 1, further comprising: 
handling the network connection by the software network protocol stack until it is 
determined to offload the network connection to the hardware network protocol stack. 

20. (Canceled) 

21. (Canceled) 

22. (Canceled) 

23. (Canceled) 



24. (Previously Presented)The method as recited in claim 1, wherein the kernel-level 
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connection state information comprises IP addresses and ports for a client and server of 
the network connection, and at least one of send and receive sequence numbers of one 
or more packets for the network connection. 

25. (Previously Presented)The method as recited in claim 24, wherein the kernel-level 
connection state information further comprises: 

a round trip estimate. 

26. (Previously Presented)The method as recited in claim 25, wherein the kernel-level 
connection state information further comprises: 

a congestion window and slow start information. 

27. (Canceled) 

28. (Previously Presented) The method as recited in claim 1, wherein upon transferring 
the network connection from the software network protocol stack to the hardware 
network protocol stack, the method further comprising: sending one or more inbound 
packets by the hardware network protocol stack to the socket layer using the network 
interface card driver and receiving one or more outbound packets by the hardware 
network protocol stack from the socket layer using the network interface card driver, 
wherein the network interface card driver maintains a copy of each packet until the 
packet reaches its intended destination. 
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29. (Canceled) 

30 .(Currently Amended) An apparatus for processing a network connection in a 
computer system, comprising: 

means for establishing the network connection by a software network protocol 
stack implemented in tl=>6 a kernel of an operating system associated with the computer 
system, wherein the kernel maintains kernel-level connection state information for the 
network connection, and wherein a socket layer maintains socket layer-level connection 
state information for the network connection; 

means for determining whether to offload the network connection from the 
software network protocol stack to a hardware network protocol stack implemented in a 
TOE-capable network interface card operatively connected to the computer system; 
means for transferring the network connection from the software network protocol stack 
to the hardware network protocol stack using a network interface card driver comprises: 
means for obtaining, bv the network interface card driver for the software network 
protocol stack, a hardware connection identifier maintained by the network interface 
card in association with hardware-level connection state information for the network 
connection, wherein the software network protocol stack is configured to use the 
hardware connection identifier to obtain hardware-level connection state information for 
the network connection: and 
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means for obtaining, by the network interface card driver for the hardware 
networl< protocol stacl<. a reference to socl<et layer-level connection state information 
and a reference to kernel- level connection state information, wherein the hardware 
network protocol stack is configured to use the references to create mappings from the 
hardware connection identifier to both socket layer-level connection state information 
and kernel-level connection state information, wherein the hardware network protocol 
stack is further configured to use the mappings to obtain kernel-level connection state 
information and socket laver-level connection state information for the network 
connection, when it is determined to offload the network connection from the software 
network protocol stack to the hardware network protocol stack, and 
means for determining to accept the transfer of the network connection at the hardware 
network protocol stack based on a processing capability of the hardware network 
protocol stack, wherein the network interface card maintains hardware-level connection 
state information for the network connection, and wherein after the hardware network 
protocol stack accepts transfer of the network connection^ the software network protocol 
stack is configured to continually reference hardware- level connection state information 
and the hardware network protocol stack is configured to continually reference kernel- 
level connection state information and socket layer-level connection state information. 

31 . (Currently Amended) A computer-readable medium storing thereon computer- 
readable instructions for processing a network connection in a computer system, 
comprising: 
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instructions for establishing the network connection by a software network 
protocol stack implemented in the a kernel of an operating system associated with the 
computer system, wherein the kernel maintains kernel-level connection state 
information for the network connection, and wherein a socket layer maintains socket 
layer-level connection state information for the network connection; 

instructions for determining whether to offload the network connection from the 
software network protocol stack to a hardware network protocol stack implemented in a 
TOE- capable network interface card operatively connected to the computer system; 

instructions for transferring the network connection from the software network 
protocol stack to the hardware network protocol stack using a network interface card 
driver comprises: 

instructions for obtaining, bv the network interface card driver for the software 
network protocol stack, a hardware connection identifier maintained by the network 
interface card in association with hardware-level connection state information for the 
network connection, wherein the software network protocol stack is configured to use 
the hardware connection identifier to obtain hardware-level connection state information 
for the network connection: and 

instructions for obtaining, bv the network interface card driver for the hardware 
network protocol stack, a reference to socket laver-level connection state information 
and a reference to kernel- level connection state information, wherein the hardware 
network protocol stack is configured to use the references to create mappings from the 
hardware connection identifier to both socket laver-level connection state information 
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and kernel-level connection state information, wherein the hardware network protocol 
stack is further configured to use the mappings to obtain kernel-level connection state 
information and socket layer-level connection state information for the network 
connection, when it is determined to offload the network connection from the software 
network protocol stack to the hardware network protocol stack; and 

instructions for determining to accept the transfer of the network connection at 
the hardware network protocol stack based on a processing capability of the hardware 
network protocol stack, wherein the network interface card maintains hardware-level 
connection state information for the network connection, and wherein after the hardware 
network protocol stack accepts transfer of the network connection^ the software network 
protocol stack is configured to continually reference hardware- level connection state 
information and the hardware network protocol stack is configured to continually 
reference kernel-level connection state information and socket layer-level connection 
state information. 

32.(Currently Amended) A network device comprising: 

an operating system including a software network protocol stack implemented in 
the a kernel of an operating system associated with the computer system, wherein the 
kernel maintains kernel-level connection state information for a network connection, and 
wherein a socket layer maintains socket layer-level connection state information for the 
network connection; 
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a hardware network protocol stack coupled to the software network protocol 
stack, wherein the hardware network protocol stack is implemented in a TOE-capable 
network interface card operatively connected to the computer system, 

wherein the operating system being configured for determining whether to offload 
the network connection to the hardware network protocol stack and transferring the 
network connection from the software network protocol stack to the hardware network 
protocol stack using a network interface card driver comprises: 

obtaining, bv the network interface card driver for the software network protocol 
stack, a hardware connection Identifier maintained bv the network interface card in 
association with hardware-level connection state information for the network connection, 
wherein the software network protocol stack is configured to use the hardware 
connection identifier to obtain hardware-level connection state information for the 
network connection; and 

obtaining, bv the network interface card driver for the hardware network protocol 
stack, a reference to socket laver-level connection state information and a reference to 
kernel- level connection state information, wherein the hardware network protocol stack 
Is configured to use the references to create mappings from the hardware connection 
Identifier to both socket laver-level connection state information and kernel-level 
connection state information, wherein the hardware network protocol stack Is further 
configured to use the mappings to obtain kernel-level connection state information and 
socket laver-level connection state information for the network connection, when it 



Application/Control Number: 1 0/698,21 2 Page 1 3 

Art Unit: 2451 

determines that it will offload the network connection to the hardware network protocol 
stack; and 

a control component being configured for determining to accept the transfer of 
the network connection at the hardware network protocol stack based on a processing 
capability of the hardware network protocol stack and wherein the network interface 
card maintains hardware-level connection state information for the network connection, 
and wherein after the hardware network protocol stack accepts transfer of the network 
connection^ the software network protocol stack is configured to continually reference 
hardware-level connection state information and the hardware network protocol stack is 
configured to continually reference kernel-level connection state information and socket 
layer-level connection state information. 

33. (Previously Presented) The network device as recited in claim 32, wherein the 
software network protocol stack is a TCP/IP stack and the hardware network protocol 
stack is a TCP/IP stack. 

34. (Canceled) 

35. (Canceled) 

36. (Previously Presented) The network device as recited in claim 32, wherein the 
hardware network protocol stack is capable of determining whether to offload the 
network connection back to the software network protocol stack. 
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37. (Previously Presented) The networl< device as recited in claim 36, wherein the 
hardware network protocol stack sends an indicator when it requests to transfer the 
network connection back to the software network protocol stack. 

38. (Previously Presented) The network device as recited in claim 37, wherein the 
software network protocol stack is adapted for obtaining hardware-level connection 
state information for the network connection from the hardware network protocol stack 
using the network interface card driver and the hardware connection identifier for the 
network connection when the hardware connection indicator is received, thereby 
enabling the software network protocol stack to handle the network connection using 
the obtained hardware-level connection state information. 

39. (Canceled) 

40. (Previously Presented)The network device as recited in claim 38, wherein the 
software network protocol stack is further adapted for obtaining at least one of unsent 
and undelivered data from the hardware network protocol stack, thereby enabling the 
software network protocol stack to process the unsent or undelivered data. 

41 . (Canceled) 

42. (Canceled) 
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44. (Canceled) 

45. (Previously Presented) The network device as recited in claim 36, wherein the 
software network protocol stack is capable of handling the network connection when the 
network connection is offloaded back to the software network protocol stack from the 
hardware network protocol stack. 

46. (Canceled) 

47. (Previously Presented) The network device as recited in claim 32, wherein the 
software network protocol stack handles the network connection until it is determined by 
the operating system to offload the network connection to the hardware network 
protocol stack. 

48. (Canceled) 

49. (Canceled) 

50. (Canceled) 

51 . (Canceled) 

52. (Currently Amended) The network device as recited in claim €0 32, wherein the 
kernel-level connection state information comprises IP addresses and ports for a client 
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and server of the connection, and at least one of send and receive sequence numbers 
of one or more packets for the connection. 

53. (Previously Presented) The network device as recited in claim 52, wherein the 
kernel-level connection state information further comprises: a round trip estimate. 

54. (Previously Presented) The network device as recited in claim 53, wherein the 
kernel-level connection state information further comprises: a congestion window and 
slow start information. 

55. (Canceled) 

56. (Previously Presented) The network device as recited in claim 32, wherein upon 
transferring the network connection from the software network protocol stack to the 
hardware network protocol stack, the hardware network protocol stack is in 
communication with a socket layer of the software network protocol stack, thereby 
enabling data to be sent by the hardware network protocol stack to the socket layer and 
enabling data to be received by the hardware network protocol stack from the socket 
layer. 

57. (Previously Presented)The method as recited in claim 1 , wherein the network 
interface card driver is configured to maintain a copy of kernel-level connection state 
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information and a copy of socket layer-level connection state information after the 
hardware network protocol stack accepts transfer of the network connection. 

58. (Previously Presented) The network device as recited in claim 32, wherein the 
network interface card driver is configured to maintain a copy of kernel-level connection 
state information and a copy of socket layer-level connection state information after the 
hardware network protocol stack accepts transfer of the network connection. 

Reason for Allowance 

The following is an examiner's statement of reasons for allowance: The prior art 
(Boucher, Craft) does not teach, 

"A method of processing a network connection in a computer system, comprising: 
establishing the network connection by a software network protocol stack implemented 
in a kernel of an operating system associated with the computer system, wherein the 
kernel maintains kernel-level connection state information for the network connection, 
and wherein a socket layer maintains socket layer-level connection state information for 
the network connection; determining whether to offload the network connection from 
the software network protocol stack to a hardware network protocol stack implemented 
in a TCP Offload Engine (TOE)-capable network interface card operatively connected to 
the computer system; transferring the network connection from the software network 
protocol stack to the hardware network protocol stack using a network interface card 
driver comprises: obtaining, by the network interface card driver for the software 
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network protocol stack, a hardware connection identifier maintained by the network 
interface card in association with hardware-level connection state information for the 
network connection, wherein the software network protocol stack is configured to use 
the hardware connection identifier to obtain hardware-level connection state information 
for the network connection; and obtaining, by the network interface card driver for the 
hardware network protocol stack, a reference to socket layer-level connection state 
information and a reference to kernel- level connection state information, wherein the 
hardware network protocol stack is configured to use the references to create mappings 
from the hardware connection identifier to both socket layer-level connection state 
information and kernel-level connection state information, wherein the hardware 
network protocol stack is further configured to use the mappings to obtain kernel-level 
connection state information and socket layer-level connection state information for the 
network connection, when it is determined to offload the network connection from the 
software network protocol stack to the hardware network protocol stack; and 
determining to accept the transfer of the network connection at the hardware network 
protocol stack based on a processing capability of the hardware network protocol stack, 
wherein the network interface card maintains hardware-level connection state 
information for the network connection, and wherein after the hardware network protocol 
stack accepts transfer of the network connection, the software network protocol stack is 
configured to continually reference hardware-level connection state information and the 
hardware network protocol stack is configured to continually reference kernel-level 
connection state information and socket layer-level connection state information". 
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Note: As per claim 1 , the method uses a computer system which inherently 
includes hardware, therefore is statutory. 

As per claim 30, the apparatus is deemed to be statutory, the apparatus is 
interpreted as a device with memory and/or storage device with memory, applicant's 
specification, page 37, lines 21- page 38, line 16. 

As per claim 31 , the computer-readable medium is of hardware, e.g. mass 
memory device, hard drive, etc., applicant's specification, page 38, lines 10-16. 

As per claim 32, recites, "a network device", which is of statutory matter, e.g. 
computer, and/or storage devices with memory, applicant's specification, page 37, lines 
21- page 38, line 16. 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 

/Hassan Phillips/ 

Primary Examiner, Art Unit 2451 



